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Policy Statement 
Acsenda School of Management (ASM) is committed to maintaining technology systems and equipment in functional, secure, and 
reasonably current condition to support educational and administrative activities. 

The school shall make reasonable efforts to ensure that technology resources: 

• Are properly maintained and operational. Equipment and systems should remain functional and available for day-to-day 
school use. 

• Receive regular updates and security protections. Updates and security measures help reduce risks such as malware, 
system failures, and unauthorized access. 

• Remain suitable for educational and administrative use. Technology resources should continue meeting the learning and 
operational needs of the school. 

• Are monitored for performance, reliability, and security risks. Systems should be reviewed periodically to identify issues 
before they cause major disruptions. 

• Are reviewed periodically for replacement or upgrade needs. Older or unsupported equipment may need upgrades or 
replacement to maintain efficiency and security. 

 
Technology maintenance activities will be carried out based on operational priorities, available resources, and school requirements.  

Purpose 
The purpose of this policy is to ensure that all technology systems, equipment, and related resources at ASM are properly 
maintained, regularly updated, and kept in a reliable and current condition to effectively support teaching, learning, communication, 
and administrative operations. 
This policy establishes a structured approach for maintaining the performance, security, usability, and lifecycle of school technology 
resources. 
 

Scope 
This policy applies to: 

• All school-owned technology equipment and systems. This includes all technology resources purchased, managed, or 
maintained by the school. 

• Computers, laptops, printers, network devices, and classroom technology. Devices and systems used for educational, 
operational, and administrative activities are covered under this policy. 

• Computer labs and library technology resources. Shared student and staff technology resources must be maintained to 
ensure fair and reliable access. 

• Software, operating systems, and security applications. All software and digital systems used within the school environment 
are included. 

• Staff, students, contractors, and authorized users of school technology resources. Anyone using school technology is 
expected to comply with this policy. 

 

Policy 
1. Maintenance of Technology Equipment 
1.1 General Maintenance 
School-owned technology equipment should be maintained to ensure reliable and efficient operation. 
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Maintenance activities may include:  

• Routine inspection and testing of equipment. Devices and systems may be checked regularly to ensure proper operation. 

• Repair or replacement of faulty hardware. Damaged or malfunctioning equipment should be repaired or replaced where 
feasible. 

• Cleaning and upkeep of devices and shared technology areas. Proper care helps extend equipment lifespan and maintain a 
safe learning environment. 

• Monitoring system performance and functionality. Performance monitoring helps identify technical issues and maintain 
reliability. 

• Preventive maintenance where feasible. Preventive maintenance activities may be performed to reduce unexpected system 
failures. 

 
Users are expected to report damaged or malfunctioning equipment promptly to school staff or designated IT personnel. 
 

1.2 Shared Technology Resources 
Shared technology resources including computer labs, library computers, printers, classroom technology, and network equipment 
shall be monitored and maintained regularly to minimize disruption to educational and administrative activities. 
 
Reasonable efforts shall be made to ensure: 

• Systems remain accessible and operational. Shared resources should be available for students and staff when required. 

• Equipment is safe and suitable for use. Technology resources should be maintained in a condition appropriate for 
educational environments. 

• Technical issues are addressed in a timely manner based on available resources. Support and repairs should be prioritized 
according to operational impact and resource availability. 

 

2. Software and System Currency 
2.1 System Updates 
Operating systems, software applications, antivirus programs, and security tools should be updated periodically to maintain: 

• Security and protection against threats. Updates help protect systems against viruses, malware, and cybersecurity risks. 

• Compatibility with school systems. Updated software helps ensure systems and applications work properly together. 

• System stability and performance. Regular updates may improve functionality, reliability, and user experience. 

• Vendor support and compliance. Supported software versions help maintain access to vendor assistance and security fixes. 
 
Updates may be scheduled during appropriate maintenance periods to minimize disruption to school operations. 
 

2.2 Supported Software and Systems 
ASM shall make reasonable efforts to use supported and authorized software and systems wherever possible. 

• Unsupported, outdated, or unauthorized software may be removed, restricted, or replaced where necessary to reduce 
security and operational risks. Using approved and supported systems helps improve reliability, compliance, and 
cybersecurity. 

 

3. Hardware Lifecycle and Replacement 
Technology equipment should be reviewed periodically to determine whether upgrades, repairs, or replacements are necessary. 
 
Considerations may include: 

• Equipment age and performance. Older devices may no longer meet operational or educational requirements. 

• Security and compatibility requirements. Devices must remain compatible with current systems and security standards. 

• Reliability and operational needs. Equipment reliability is important to reduce disruptions to school activities. 

• Vendor support availability. Unsupported devices may present increased operational and security risks. 

• Educational and administrative requirements. Technology resources should continue supporting classroom instruction and 
school operations. 

 
Replacement and upgrade decisions will be based on school priorities, operational needs, and available budget. 
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4. Security and Protection 
Technology systems and equipment shall be maintained with reasonable security measures to help protect against: 

• Malware and viruses. Security tools and updates help reduce the risk of malicious software infections. 

• Unauthorized access. Access controls and user authentication help protect school systems and information. 

• Data loss or corruption. Proper maintenance and security practices help safeguard important school data. 

• System vulnerabilities. Monitoring and Update helps identify and reduce security weaknesses. 

• Misuse of school technology resources. Security controls support the appropriate and responsible use of school technology. 
 
Security measures may include antivirus protection, software updates, password controls, access management, and network 
monitoring where appropriate. 
 

5. Continuous Improvement 
ASM recognizes that technology requirements continue to evolve. The school may periodically evaluate opportunities to improve. 

• Technology infrastructure. Infrastructure improvements may help support growing operational and educational needs. 

• Device performance and reliability. Equipment upgrades may improve efficiency and user experience. 

• Cybersecurity protections. Security improvements help protect systems, users, and school information. 

• Educational technology resources. New technology tools may enhance teaching and learning opportunities. 

• Classroom and shared technology environments. Improvements may support better access and usability for staff and 
students. 

 
Technology improvements will be considered based on operational needs, educational priorities, and available resources. 
 

6. Compliance 
Failure to comply with this policy may result in restriction of technology access, disciplinary action, or other corrective measures in 
accordance with school procedures. 
This helps ensure that school technology resources remain secure, reliable, and available for all authorized users. 
 

7. Review and Updates 
This policy shall be reviewed periodically and updated as necessary to reflect changes in technology, security requirements, 
operational practices, and educational needs. 
Regular reviews help ensure the policy remains current, effective, and aligned with school operations. 

Definition 
These definitions apply to terms as they are used in this policy. 

Word/Term Definition 
IT Personnel Employees, contractors, or designated service providers responsible for managing, maintaining, or supporting 

institutional technology systems and services. 

Preventive 

Maintenance 

Planned activities intended to maintain technology resources in reliable working condition and reduce the 
likelihood of equipment or system failures. 

Supported 

Software 

Software that is approved by ASM and remains actively supported by the vendor through updates, security 
patches, or technical assistance. 

Technology 

Lifecycle 

The process through which technology resources are planned, acquired, deployed, maintained, upgraded, and 
retired. 

Technology 

Resources 

Hardware, software, network systems, cloud services, digital platforms, and related technological tools 
provided, managed, or authorized by Acsenda School of Management. 

Related Policies 
Policy Number Policy Title 
2601  Information Technology Resources 
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Responsibilities 
School Administration 

• Supporting technology maintenance and improvement initiatives. Administration helps guide and support the school’s 
overall technology strategy. 

• Approving technology-related budgets and replacement planning where feasible. Technology upgrades and maintenance 
may require administrative and financial approval. 

• Supporting compliance with school technology policies and operational requirements. Administration helps ensure policies 
are followed consistently throughout the school. 

 

IT Personnel or Designated Support Staff 
• Maintaining school technology systems and equipment. Technology staff help ensure systems remain functional and 

operational. 

• Performing routine updates, monitoring, and maintenance activities. Regular maintenance supports reliability, security, and 
system performance. 

• Supporting troubleshooting and repair coordination. Technical issues should be investigated and addressed where possible. 

• Assisting with technology replacement planning and lifecycle management. IT personnel may help identify equipment 
nearing end-of-life or requiring upgrades. 

• Monitoring system reliability, performance, and security where feasible. Ongoing monitoring helps reduce downtime and 
identify operational concerns. 

 

Staff and Students 
• Using school technology equipment responsibly and carefully. Users are expected to help maintain the condition and 

proper use of school technology. 

• Reporting damaged, outdated, or malfunctioning equipment promptly. Early reporting helps reduce service interruptions 
and prevents further damage. 

• Following school technology and acceptable use policies. Compliance with school policies supports a safe and secure 
technology environment. 

• Avoiding actions that may damage or interfere with school systems and devices. Improper use may negatively affect 
equipment performance, security, or availability. 


