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Policy Statement
Acsenda School of Management is committed to providing appropriate technological resources to support educational and
operational activities. Technology resources shall be managed to ensure:

e Availability for educational and administrative purposes.
e  Security and protection of school information.

e  Fair and appropriate access for students and staff.

e  Compliance with licensing and legal requirements.

e  Reliability and continuity of IT services.

Technology resources are considered school property and shall be used responsibly and in accordance with school rules and
acceptable use standards.

Purpose

The purpose of this policy is to establish guidelines for the availability, management, and appropriate use of hardware, software,
technological resources, and media at Acsenda School of Management. This policy is intended to support teaching, learning,
administration, communication, and school operations while ensuring technology resources remain secure, reliable, and accessible.
As ASM continues to enhance its technological environment, this policy serves as a foundational proposal for the standardized
management and future expansion of IT resources for staff and students.

Scope
This policy applies to:
e All employees, teachers, administrative staff, contractors, and authorized visitors.
e All students using school technology resources.
e All school-owned hardware, software, networks, systems, and media.
e  Computer labs, library computer systems, printers, and shared technology resources.
e Any personal devices connected to the school network where permitted.

Policy
1. Hardware Availability
1.1 staff Hardware
ASM may provide authorized staff members with appropriate hardware necessary to perform their job responsibilities, including:
e  Desktop computers.
e Laptops.
e  Printers and scanners.
e Network equipment.
e  Audio/visual classroom equipment.
e  Other approved technological devices.

All staff hardware shall remain the property of Acsenda School of Management.

1.2 Student Access to Hardware
At present, ASM does not assign or issue individual computers or devices directly to students.
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Students are provided with access to shared technology resources located in:
e Computer laboratories.
e The school library.
e Designated learning areas and classrooms where technology is available.

Students may also access designated school printers for educational and academic purposes under school guidelines.

Student use of these resources is subject to:
e Availability.
e  Teacher or staff supervision.
e School schedules and educational requirements.
e Acceptable use expectations.

The school may expand or modify student technology access in the future as resources and operational needs evolve.

1.3 Printers and Printing Access
ASM provides access to printing services for both staff and students for legitimate educational and administrative purposes.

Printer usage must comply with the following:
e  Printing services at ASM are managed through the PaperCut printing management system.
e  Students must maintain sufficient printing funds or balance in their PaperCut account before printing.
e Staff printing for approved school-related purposes is provided at no cost.
e  Printing should be limited to educational, academic, or authorized administrative purposes only.
e  Excessive or unnecessary printing should be avoided.

The school reserves the right to monitor printer usage where necessary.

1.4 Hardware Standards and Maintenance
All school-owned hardware shall:
e Beapproved and managed by the school or designated IT personnel.
e Be maintained in reasonable operating condition.
e  Receive appropriate security updates and maintenance.
e Be monitored for performance and operational reliability.

Damaged or malfunctioning equipment should be reported immediately to the appropriate school staff or IT support personnel.

1.5 Shared Device Usage
Because many technology resources are shared among students and staff, users must:
e Use equipment responsibly.
e Avoid damaging or modifying hardware.
e Log off after use.
e  Respect scheduled access times.
e Report technical issues promptly.

Food and drinks should not be consumed near school computer equipment unless specifically permitted.

2. Software Availability
2.1 Authorized Software
Only software approved by ASM may be installed or used on school-owned devices and systems.

This may include:
e  Educational software.
e  Productivity applications.
e Learning management systems.
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e  Security and antivirus software.
e Communication and collaboration tools.

Unauthorized installation of software by students or staff is prohibited unless approved by school administration or IT personnel.

2.2 Software Licensing and Compliance
ASM shall make reasonable efforts to ensure that:
e Software licenses are properly maintained.
e  Copyright and licensing agreements are respected.
e lllegal, pirated, or unauthorized software is not used on school systems.

2.3 Software Maintenance and Security
School systems and software should be updated periodically to maintain:
e  Security.
e  Compatibility.
e Performance.
e  Reliability.

Where feasible, security patches and antivirus protections should be applied regularly.

3. Technological Resources
3.1 Network and Internet Access
ASM provides network and internet access to support educational and administrative activities.

Access may include:
e  Wired and wireless networks.
e Internet services.
e Shared drives and cloud-based systems.
e Educational platforms and online learning tools.

The school reserves the right to monitor and manage network usage to maintain security and operational integrity.

3.2 Acceptable Educational Use
Technology resources should primarily be used for:
e  Educational activities.
e Research and assignments.
e  Administrative functions.
e  School communication and collaboration.

Users must not:
e Access inappropriate or unlawful content.
e Attempt unauthorized access to systems or accounts.
e Introduce malicious software.
e Disrupt network operations.
e  Misuse school technology resources.

3.3 Technical Support

ASM may provide reasonable technical support for school-owned systems, shared technology resources, and network services based
on available staffing and operational resources. Technical support is intended to help maintain the availability, functionality, and
security of school technology systems used for educational and administrative purposes.

Support services may include:
e Basic troubleshooting for school-owned computers, printers, classroom technology, and approved software.
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e Maintenance and operational support for shared systems such as computer labs, library computers, printing services, and
network-connected devices.

e Assistance with network and internet access, user account access, password-related issues, and connectivity problems.

e Reporting, tracking, and coordinating the resolution of software, hardware, printing, or system-related issues.

e Assisting with routine updates, antivirus protection, and general system maintenance activities where applicable.

e Providing reasonable guidance to staff and students regarding the proper use of school technology resources and systems.

Technical support services will be prioritized based on operational requirements, system impact, and available resources.

4. Media and Data Management

4.1 Prohibited Use of USB Drives and External Storage Devices

To protect school systems and data from malware, unauthorized access, and data loss, the use of USB drives and other unauthorized
removable storage devices is prohibited for all staff and students unless specifically authorized by school administration or
designated IT personnel.

This includes, but is not limited to:
e  USB flash drives.
e  External hard drives.
e Memory cards.
e Personal removable storage devices.

Where file transfers or storage are required, approved cloud storage platforms or school-authorized systems should be used instead.

4.2 Data Security
Users must take reasonable steps to protect school information and prevent unauthorized access to sensitive data.

Confidential student, staff, or school information must not be shared improperly.

4.3 Disposal of Media and Equipment
When equipment or storage media are retired, ASM shall make reasonable efforts to ensure that school data is securely removed or
destroyed before disposal.

5. Future Technology Planning
ASM recognizes the growing importance of technology in education and is committed to continuously improving its technology
environment to support teaching, learning, communication, and administrative operations.

As part of future planning and ongoing development, the school may evaluate initiatives including:
e Expanded student access to technology devices and digital learning resources.
e Additional classroom technology and smart learning tools.
e Enhancements to online learning platforms and educational software.
e Improvements to cybersecurity, network infrastructure, and data protection measures.
e Expansion of printing, cloud services, and shared technology resources where appropriate.
e Upgrades to computer labs, library technology systems, and wireless connectivity.

Technology planning and implementation will be considered based on educational requirements, operational priorities, available
funding, and the overall needs of the school community.

This policy may be reviewed and updated periodically as the school’s technology environment, security requirements, and
educational needs evolve.

6. Compliance
Failure to comply with this policy may result in:
e Temporary or permanent restriction of technology access.
e Disciplinary action in accordance with school procedures.
e Additional corrective measures where appropriate.
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7. Review and Updates
This policy proposal should be reviewed periodically by school administration and updated as technology resources, educational
needs, or operational requirements change.

Definition
These definitions apply to terms as they are used in this policy.
Word/Term Definition
Authorized Software applications approved by ASM for installation or use on institutional systems or devices.
Software
IT Personnel Employees, contractors, or designated service providers responsible for managing, maintaining, or supporting

institutional technology systems and services.

School-Owned

Computers, laptops, printers, audiovisual equipment, mobile devices, and other technology equipment owned

Devices or managed by the institution.

Shared Technology resources intended for use by multiple users, including computer labs, printers, library computers,
Technology classroom technology, and shared systems.

Resources

Technology Hardware, software, network systems, cloud services, digital platforms, and related technological tools
Resources provided, managed, or authorized by Acsenda School of Management.

Related Policies

Policy Number

Policy Title

2602

Technology Lifecycle and Maintenance

Responsibilities
School Administration
e Approving, reviewing, and supporting technology-related policies, procedures, and operational guidelines within the school.
e  Promoting the appropriate, safe, and educational use of technology resources by staff and students.
e  Supporting the implementation and improvement of technology services and digital learning initiatives where feasible.
e Allocating budget, resources, and administrative support for technology infrastructure, equipment, software, and
maintenance based on school requirements and available funding.
e Assisting in ensuring compliance with school policies, security requirements, and acceptable use standards.
e Coordinating with designated IT personnel or service providers regarding major technology needs, upgrades, and
operational concerns.

IT Personnel or Designated Support Staff
e Managing and monitoring school technology resources including computers, printers, network systems, internet access,
and shared technology facilities.

Maintaining school systems, hardware, software, and equipment to ensure they remain functional, secure, and available for
educational and administrative use.

Providing technical support and basic troubleshooting assistance to staff and students where possible and within available
resources.

Assisting with cybersecurity, system updates, antivirus protection, user account management, and routine maintenance
activities.

Supporting the setup and operation of computer labs, library systems, classroom technology, and printing services.
Monitoring technology usage and reporting major technical issues, security concerns, or equipment failures to school
administration where necessary.

Staff and Students
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Using school technology resources responsibly, ethically, and primarily for educational or authorized school-related
purposes.
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e Following school technology policies, classroom instructions, and acceptable use guidelines when accessing school systems
and devices.

e Taking reasonable care of school equipment and technology resources to prevent damage, misuse, theft, or unauthorized
modification.

e Reporting technical issues, damaged equipment, security incidents, suspicious activity, or unauthorized access attempts
promptly to school staff or designated IT personnel.

e Complying with restrictions related to USB drives, removable media, unauthorized software, and unapproved personal
devices connected to the school network.

®  Respecting shared technology environments such as computer labs, library systems, printers, and classroom equipment to
ensure fair access for all users.
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