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     POLICY 
Policy Title: Online Learning and Privacy Policy Policy Version: 1 

Policy No: 5658 Approval Date: November 2022 

Original Submission: 
 

December 2020 Effective Date: January 17, 2023 

Approval Body: Academic Council Next Review Date: January 2026 

Policy Statement 
ASM complies with the provisions of the Provincial (PIPA) and Federal (PIPEDA) Privacy Acts. ASM collects, uses, maintains, discloses 
and disposes of personal information in a manner consistent with these legislations. Information within the institution is managed in 
accordance with ASM policy and guidelines. Care is exercised to protect privacy while engaging in online teaching and learning. 

Scope 
Privacy Guidelines for Instructors 
Instructors may choose to record academic activities such as synchronous and asynchronous lectures, tutorials, presentations, 
exercises, etc. Except for pre-recorded teaching content created by instructors, the above-named activities may put students in the 
position of having their information recorded in a number of ways, either with their direct participation (e.g., video, audio, chat) or 
through indirect means (i.e., online identifiers, such as name or telephone number). These conditions raise privacy concerns that 
should be taken into account. Before engaging in any such recording activity, instructors must have considered the following: 
 
Need for recording: 

• Instructors should confirm that recording is necessary for the course in that student evaluation cannot feasibly occur in the 
absence of recording (e.g., grading is based on class participation within the full class or break-out groups, and/or oral 
examinations and/or another requirement to evaluate student performance in real-time).  

• Unless necessary, individual student consultations should not be recorded. If a such recording is to take place, then all 
participants must be provided notice of the recording and be presented with an opportunity to attend a different non-
recorded office hours or student consultation session. 

 
Notice of recording:  

• If a course includes recording, instructors should display a Notice of Recording. This notice should be prominently displayed 
within the Learning Management System being used and instructors should also describe any recording activities verbally at 
the outset of the course (e.g., within the course syllabus, on a course website, etc.) and at the first instance of activity that is 
expected to be recorded.  

• It should be clear to students which specific activities are being recorded (and the purpose/nature of the recording) and which 
are not.  

• Students should receive as much advanced notice of recording as possible. 
 
Alternatives: 

• Consider a variety of options for students. Students who do not wish to be recorded, those in a significantly different time 
zone, those who do not have the technological means to participate or those who would be disadvantaged in any way by 
video/audio recording, should be offered an alternative method of evaluation without penalty. 

• To ensure an equivalent learning experience for all, any live-streamed lecture or tutorial that has been recorded should be 
hosted in a secure place that allows easy access so that students who were unable to attend a live-stream event can review 
the recordings. 
 

Policies and guidelines: 
• Recordings are subject to the BC Privacy Act as well as all ASM Policies and Procedures. 
• Recordings may only be used for the purpose for which they were obtained or compiled. 
• While students are permitted to record events for personal use to facilitate their learning and preparation of personal 

course/lecture notes, the URL of an event or an event session recording or copies of the recording are not permitted to be 
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disclosed to anyone without the permission of the course instructor or event organizer. The URL should be available only to 
authorized participants who have been directly provided with the link along with instructions for its use.  

 
Storage and disposal: 

• Recordings should not be stored for more than 30 days on an instructor’s personal device, or on any ASM, Zoom, or BBB cloud 
even if that device/cloud access has been safeguarded through encryption and password protection. Over time, recordings 
that are being stored may be forgotten, which then can pose a risk of inadvertent access or disclosure of personal information. 
ASM reserves the right to erase all recordings on ASM’s Zoom/BBB accounts or hard drives after 30 days. 

• Recordings are ASM’s records and must be kept in accordance to ASM’s expectations. 
 
Limitation and Risk: 

• Recording is not without limitation and risk which may include: (1) limitations to ensuring the privacy and security of 
information despite reasonable efforts; (2) unauthorized copying and disclosure, disclosure as required by law; and (3) 
introduction of malware into a computer system, which could potentially damage or disrupt computer, networks, and security 
settings.  ASM is not responsible for connectivity/technical difficulties or loss of data that is associated with the student’s 
hardware, software, or Internet connection. 

 
Communicating Privacy Information to Students 
When course activity involves recording, instructors should ensure that students have been made aware of this privacy guidance, 
especially the information contained within the sections immediately above, including: (1) Notice of recording, (2) Alternatives, (3) 
Policies and guidelines, (4) Storage and disposal, and (5) Limitation and risk. 
 
Using Caution 
When recording, ensure that:  

• You are familiar with the platform being used, including guidance on how to enable security and privacy safeguards; 
• You do not enable recording on the platform by anyone other than yourself; 
• Only invited participants who have chosen to join an event are being recorded; 
• Be aware of what is in your background - have a plain background as much as possible or blur your background.  If your 

surroundings can be seen, then have a “clean” work area so that personal objects (e.g., family photographs, etc.) are 
minimized; 

• Be mindful of how you communicate. Communication should be topical, focused on course content, and individuals should 
refrain from divulging the personal information of others. Individuals should also be aware of the possibility, when divulging 
personal information about themselves, that the recording may become more widely available than anticipated: for example, 
if included in an information access request. 
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